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Generic Description of a Side Channel

P(A): A code template

B: Distinct behaviors
® e.g. timing: B = {e fast, o slow}
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certain behavior

® “When inputs X and Y are in relation,
then behavior ¢”

R(A,b): Relations between inputs, leading to a

Code P(A) Behavior and Relations

Figure: Leakage

ldr x0, [x1] B R(A, b) Template:
- (o) fast | sameTag(x;, xz) A sameSet (x1, x2) Cache-Timing
1dr x0, [x2] (o) slow | —sameTag(x,xs) V ~sameSet (xi, x2) Side Channel
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Figure: Leakage
ldr x0, [x1] B R(A,b) Template:
8 oo (o) fast | sameTag(x, x2) A sameSet (xy, x2) Cache-Timing
ldr x0, [x2] (o) slow | —sameTag(xy, x2) V —sameSet (x1, x2) Side Channel

Rossow Microarchitectural Leakage Templates

o Cache-Based Side Channels



Prumser Framework

0e0 ;f“w"' CISPA Stanford
R ] University
Code P(A) Behavior and Relations _
Figure: Leakage
ldr x0, [x1] B R(A,b) Template:
8 500 (o) fast | sameTag(xy, x2) A sameSet (x1, x3) Cache-Timing
1dr x0, [x2] (o) slow | —sameTag(xy, x2) V —sameSet (x, x2) Side Channel
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Figure: Leakage

ldr x0, [x1] B R(A,b) Template:

8 500 (o) fast | sameTag(xy, x2) A sameSet (x1, x3) Cache-Timing

1dr x0, [x2] (o) slow | —sameTag(xy, x2) V —sameSet (x, x2) Side Channel

\

Memory address: ---11101010010 0010010 010010
—_————

tag set index
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Figure: Leakage

Sel 2 [ B R(A b) Template:

N (o) fast | sameTag(xy, x2) A sameSet (xy, x2) Cache-Timing

ldr x0, [x2] (o) slow | —sameTag(xy, x2) V ~sameSet (x1, x7) Side Channel

\

Memory address: ---11101010010 0010010 010010
—_————

tag set index
Testcases
TCO t1, S t, So
TC1 14, S1 4, Sq
TC127 1y, S1 t1, S127
x1: x2: fixed tag,
fixed tag and set iterate over all sets

Ibrahim, Nemati, S

Microarchitectural Leakage Template:

Their Application to Cache-Based Side Channels



Prumser Framework
oe0

Code P(A)

S CISPA

4 | |

Behavior and Relations

sameTag(xy, x2) A sameSet (x1, x3)

ldr x0, [x1] B R(A, D)
8 coo (o) fast
ldr x0, [x2] (o) slow

—sameTag(xy, xy) V —sameSet (xq, x3)
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Figure: Leakage
Template:
Cache-Timing
Side Channel

Memory address:

---11101010010 0010010010010
—_————

tag set index

Classification

TCO 11, S1 4, So (o) fast (o) slow
TCH t1, 1 ty, S x1 x2 x1 x2
ty, 54 4, S ty, S ti, So
t, 1 t, o
TC127 ty, Sq ti, S127
x1: x2: fixed tag,
fixed tag and set iterate over all sets b, 81 | b, Ster
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Code P(4)

Behavior and Relations
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Code P(A) _Behavior and Relations

5 | sab

Code P(4)

Behavior and Relations

(@) Cache Eviction

Figure 6: Case studies’ LTs
inlining n; simple arithme

(b) Previction

(©) Prefetching

ith selected relations. In (a) ” means b times inlining repetition of instruction a. In (b), #n; is
c, logical or nop instructions. For (a) and (b)

iggering and not triggering behavior are denoted by

i
« and o, respectively. In (c), P denotes distinguishing behaviors and [ is the number of prefetched lines. Relations must be
checked in order, the first matching relation determines the number of expected prefetches.

Table 3: Example permutation outcome. Each number rep-
resents an instruction from the initial testcase. Underlined
numbers are loads from addresses that have the same tag.

@ [[Me,:]3 Mizs, Mo, 10000

@M, [Me5,]3 My 10000

O Mers, [Mes ]2 Mes, Mes,[10000

For every GTS, all 10,000 generated testcases show the same
behavior. Thus, the exact values of tags and sets do not matter.

Ed: Word Offet BeaviorIn E2 we obsered tha the byte
offsets of loaded addresses affect To broaden our un-
derstanding, in this experiment, we lc\cragcd GTSes as shown in
‘Table 4. They generate testcases for 5-load programs with all pos-
sible combinations of tags and sets (for loads targeting up to two

Table 6:

Templates and Their Application o Cache-Based Side Channels

rates of sot

(€S 22, November 7-11,2022, Los Angeles, CA, USA.

Covert channel (Flement)
Livetal (241029

Pess et al.[35] (DRAM)
Mauriceetal. (26] (13
PRE_1S

AR
Mavrice et al. (23] (L3)
Waet al. [52] (memory bus)

Semal etal. [39] (memory bus) 467
Schwarz et al. (38) (DRAM) 11bis [
600
400
00
1300 1400 1200 1400

(@PR_FR

110012001300

1000 1750
Execution Tioes [Cycls]
(©) PRF_0S (@ PRes

82 iction w/o Shared Memory (PR_PP)

Based on experiment E5 in § 6.2, previction may target preloaded
memory addresses and leak information in the absence of shared
memory, e, through Prime-+Probe. The sender code of our previc-
tion-based Prime-+Probe primitive PR_PP is similar to that of PR_FR
However, in PR_PP, the receiver first loads two memory lines into
the targeted cache set before the exceution of the sender code. The
receiver then probes the lines to determine the leaked bits.

8.3 Prefetching Control-Flow Leakage (PRF_CF)
PRF_CF allows leaking the control flow of a program based on
prefetching. It is based on the results of E7 in § 6.3. Fig. 8 shows an
example code of PRF_CF. The sender code has a 4-load prefetching
sequence with a fixed stride (lines 2, 5, 8, and 15). The loads are
separated by a number of arithmetic instructions. The instruction
atline 12 is conditionally executed depending on one bit of a secret
that is stored in x20 (lines 9 through 12). According to E7, the
number of executed instructions within a prefetching sequence
affects the number of prefetched cache lines. By measuring the
time required to reload a (possibly prefetched) address x1+512, the
receiver can determine whether an instruction was executed and
consequently learn the secret b

8.4 Prefetching on an Interrupted Seq. (PRF_IS)
Inspired by E7, we tested the effect of intermediate memory opera-
tions on prefetching. We observed that an intermediate load from
a different page leads to prefetching of additional cache lines by
a 3-load stream. PRF_IS is based on this outcome. It also allows
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Searching for Instances of a Leakage Template

1. & Static Analysis

Search for candidate code sections matching P(A)
2. >, Dynamic Analysis

For each candidate section:

Check whether different inputs fulfill relations for different behaviors
(= are distinguishable based on behavior)

P(A): A code template

B: Distinct behaviors =
R(A,b): Relations between inputs, leading to a
certain behavior Leakage Template
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et al. [40]. Data-dependent loads from a lookup table may or may
not trigger the prefetcher to load certain cache lines into the cache,
depending on the resulting memory access patter. Therefore, the

cache state of potentially prefetched cache lines indicates the exis-

tence of relations between the accessed lookup table elements and,

Ahmad Ibrabie, Hamed Nemati, Tl Schter, Nis Ol Tiperthaser, and Chiistian Rosson

‘Table 5: Confusion matrix, comparing prefetching behavior
classification based on relations with the actual behavior.

Relation-based classification
O R
Actual T o0

by extension, the proceseddta. St expot

In Elliptie Curve e iciman (ECDH), a scalar represents the
private key. The attack recovers the key incrementally. The same
computation is applied to both the target scalar and a candidate
scalar. By changing the candidate scalar such that the prefeiching
behavior assimilates, both scalars assimilate as well. Even though
this vulnerabiliy is no longer present in recent OpenSSL versions,

behavior P, 0 % =

prefetching behavior based on the relations R(A,b) from the LT.
Second, we use a Flush+Reload side channel to record a cache trace.
This trace contains the cache state of the memory lines around

S0t e exscution. I s captued T el prposs
indicates the actual prefetching behavior of the C

we still consider it a that LTs
cambe sed o denty cel-wordvlnsrbilties i binaies
mbining Static and Dynamic An:lysls Shin

behavior, s recorded tracesfor 100 rundom input varuesto the
llbmr) fancton. For each input value, we determined the expected

et {50 it the cope of tht sarch 0 4o
aperation. In contrast, our stating point is the whole OpenSSL.
binary. We combine static and dynanic binary analysis techniques
to search it for instances of the prefetching LT (see Fig. 6.). First,
we scan the binary for code sections that match the code pattern
#(4) of e LT. This results in a it of candidate code sections that
potentially contain a prefetching side-channel. Second, we need
to check whether a candidate section satisfies different relations
R(A.b) for different input values. If this is the case, we expect
thesecton toshow input-dependen beavios, indictin s side
hannel
et 0 addrescs in mtracton opesands. o overcome ti, we
dvnamically analvze the taraet cade o lear its conerete addrecses

access trace? and compared it with
The actual behavir using th conrsponding cache trace

Evaluation. Table 5 llustrates the classification performance.
For all 66 cases where the load instructions satisfy the relations
for Po, the cache traces show that no prefetching occurred. In six
cases, the relations for behavior Py are satisfied. The three relevant
Toad instructions load data from three conscutive cache lines and
the number of instructions between the load instructions (n; and
n2)is within the specified bounds. I all six cases, the cache trace
shows that prefetching of three additional cache lines occurred.
In the remaining 28 cases, the relations for none of the behaviors
from the LT are satisfied. The reason is that the distances ny and ny
o velexant load inctructians ars h
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PLumBer Use Cases and Limitations

Additional Use Cases
¢ Facilitate reverse engineering of microarchitectural components
® Examples in the paper: branch predictor, cache slice mapping

Limitations
® Focus on cache-based side channels
® Implemented for ARM architecture
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® Code
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Matching Binaries
z ] 1. & Static
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&) Dynamic
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em, instructions
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BY Generative Testcase Specification (GTS)

Directive Description Operator Description

M Memory Access []n Power

A Arithmetic/Logic Instruction #n Wildcard

N NOP )% Cache line (set) mutation
B Branch P(-) Precondition

Example: Cache-Timing Side Channel

P(Mh ,S1 ) <Mt1 >$

S—— ~——
Precondition: Prime cache  Generate one test case for each possible
with a cache line in set s4 set index, keep the tag index constant
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B Classifier
® (Classifies test cases based on the
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® Bit table: List of all test cases that
trigger a certain behavior
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Bit Table
Behavior o
Test Case # | x1 | x2
1 00 | 01
2 00 10
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B Classifier
® (Classifies test cases based on the

Bit Table

Behavior o
observed behavior Test Case # | x1 | x2
® For each behavior: produce a bit table 1 00 | 01
* Bit table: List of all test cases that 2 00 | 10
trigger a certain behavior T AR B

& Analyzer
¢ For each bit table (= behavior): Identify common features
= Extracts relations that trigger a certain behavior
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Prefetching on ARM Cortex-A53

Let d; = set(x0 + x2) — set(x0 +x1),

® Loads cache lines in advance that are da = 5et(x0 +3) et (x0 +x2),
likely to be needed soon M= ey e A VSt =),

N;:=(ny=4An;=0)V(n;=0An; =4) in

ldr x8,[x0,x1] B | R(AD)
#n; instructions Po| di#dyVdi=0VIdi|> SmaxV
1dr x8,[x0,x2] —samePage (@min, @max) V

—samePage (@max, @max + d1)

Py | (N3 VNyVN7) A-samePage (@max, @max +2d1)
P, [ (N3 VN4 VN7) A ~samePage (@max, Gmax +3d1)
P3 [ N3V ((NgVN7)A-samePage (@max, Gmax+4d1))
Py | Ny V (N7 A ~samePage(@max, @max + 5d1))

Ps | N; A ~samePage (@max, @max + 6d;)

Ps | N7 A -samePage (@max, max +7d1)

P | N7

#n, instructions
1dr x8,[x0,x3]

Figure: Leakage Template: Prefetching.
P, means prefetching / lines.
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Prefetching on ARM Cortex-A53

Let d; = set(x0 + x2) — set(x0 +x1),

® Loads cache lines in advance that are do = Set(x0 +x3) - set (0 +x2),
likely to be needed soon N e e o (=0T =9

N;:=(ny=4An;=0)V(n;=0An; =4) in

1dr x8,[x0,x1] B | R(ADb)
#n; instructi Po| di#dyVvdi=0V|di|> SmaxV
Steps to Create the Leakage Template S e
. #n; instructions B ;:Iamve;ag\j;\]a,)m;, Amax *‘Pdl)( =0
—samePage (@max, @max )
1. Number of sequential loads R T A
. . . P3 | N3V ((NyVNy7) A-samePage(@max, Gmax+4d1))
Intermediate instructions Py | Ny V (N A ~5amePage (dmax, Gnax + 540))
Ps | N; A —samePage(amax, @max + 6d;)
Respecting page boundary L

\. J

Multiple prefetching sequences

. Figure: Leakage Template: Prefetching.
Cache hits g g P g

P, means prefetching / lines.

o > 0D
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Re-ldentifying a Prefetching-Based Vulnerability in OpenSSL

Vulnerability (Shin et al.> CCS’18):
Prefetching-based attack on Elliptic Curve Diffie-Hellman (ECDH) in OpenSSL 1.1.0g

2Shin et al., “Unveiling Hardware-Based Data Prefetcher, a Hidden Source of Information Leakage”.
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Re-ldentifying a Prefetching-Based Vulnerability in OpenSSL

Vulnerability (Shin et al.> CCS’18):
Prefetching-based attack on Elliptic Curve Diffie-Hellman (ECDH) in OpenSSL 1.1.0g
1. & Static Analysis
® Search for the code template from the prefetching Leakage Template

= ldentified 429 matching sequences across 18 OpenSSL modules
(including the target code section)

2Shin et al., “Unveiling Hardware-Based Data Prefetcher, a Hidden Source of Information Leakage”.
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Re-ldentifying a Prefetching-Based Vulnerability in OpenSSL

Vulnerability (Shin et al.> CCS’18):
Prefetching-based attack on Elliptic Curve Diffie-Hellman (ECDH) in OpenSSL 1.1.0g

1. & Static Analysis
® Search for the code template from the prefetching Leakage Template
= ldentified 429 matching sequences across 18 OpenSSL modules
(including the target code section)
2. (>, Dynamic Analysis
® Run code with different inputs
® Evaluate register contents against relations
= Different inputs satisfy relations for different behaviors

2Shin et al., ‘Unveiling Hardware-Based Data Prefetcher, a Hidden Source of Information Leakage”.
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Re-ldentifying a Prefetching-Based Vulnerability in OpenSSL

Vulnerability (Shin et al.> CCS’18):
Prefetching-based attack on Elliptic Curve Diffie-Hellman (ECDH) in OpenSSL 1.1.0g

1. & Static Analysis
® Search for the code template from the prefetching Leakage Template
= ldentified 429 matching sequences across 18 OpenSSL modules
(including the target code section)
2. (>, Dynamic Analysis
® Run code with different inputs
® Evaluate register contents against relations
= Different inputs satisfy relations for different behaviors

Conclusion: Different classes of inputs are distinguishable based on prefetching
behavior.

2Shin et al., ‘Unveiling Hardware-Based Data Prefetcher, a Hidden Source of Information Leakage”.
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