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Why Do We Care?

Memory
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Prefetcher

• Prefetchers can enable for security-critical side channels1,2,3

• Implementations are proprietary, undocumented, diverse
• In order to get a better picture of overall security, we need to understand

prefetchers better

1Shin et al., “Unveiling Hardware-Based Data Prefetcher, a Hidden Source of Information Leakage”, CCS ’18.
2Sanchez Vicarte et al., “Augury: Using Data Memory-Dependent Prefetchers to Leak Data at Rest”, S&P ’22.
3Chen, Pei, and Carlson, “AfterImage: Leaking Control Flow Data and Tracking Load Operations via the Hardware Prefetcher”, ASPLOS ’23.
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CPUs Under Test

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Amlogic

S905X3

(Arm A55)

Broadcom

BCM2837

(Arm A53)

Broadcom

BCM2711

(Arm A72)

HiSilicon

Kirin 960

(Arm A73)

Rockchip

RK3588S

(Arm A76)

Apple

M1

Max

Intel Core

i7-2620M

(Sandy Bridge)

Intel Xeon

E3-505Mv5

(Skylake)

Intel Core

i5-4300M

(Haswell)

Intel Core

i7-10510U

(Comet Lake)

Intel Core

i3-1005G1

(Ice Lake)

Intel Xeon

E-2176M

(Coffee Lake)

Intel Core

i7-1165G7

(Tiger Lake)

Intel Xeon

Gold 6346

(Ice Lake)

Intel Core

i9-12900K

(Alder Lake)

AMD Ryzen

5 2500U

(Zen)

AMD Ryzen

5 3550H

(Zen+)

AMD Ryzen

7 5700G

(Zen 3)

AMD Ryzen

9 6900HX

(Zen 3+)

AMD (4)

Apple (1)

Arm Cortex (5)

Intel (9)

Total: 19 CPUs/SoCs
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Notable Findings

• At least 1, at most 3
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• Most common:
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Discussion

Limitations
• We only find prefetcher designs that we have tests for
• We only consider prefetching on data loads

Countermeasures
• Segmentation of the prefetcher’s state
• Avoid collisions in the prefetcher’s state
• Constant-time programming
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