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® Prefetchers can enable for security-critical side channels

® |Implementations are proprietary, undocumented, diverse

® |n order to get a better picture of overall security, we need to understand
prefetchers better

1Shin et al., “Unveiling Hardware-Based Data Prefetcher, a Hidden Source of Information Leakage”, CCS '18
2Sanchez Vicarte et al., “Augury: Using Data Memory-Dependent Prefetchers to Leak Data at Rest”, S&P '22.
3Chen, Pei, and Carlson, “Afterimage: Leaking Control Flow Data and Tracking Load Operations via the Hardware Prefetcher”, ASPLOS "23.
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Notable Findings

® Atleast 1, at most 3
data prefetchers

* Most common:
Stride

® New: SMS (Spatial
Memory Streaming)
e Complexity grows

with CPU complexity

and over time
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Discussion

Limitations
* We only find prefetcher designs that we have tests for
¢ We only consider prefetching on data loads

Countermeasures
® Segmentation of the prefetcher’s state
® Avoid collisions in the prefetcher’s state
® Constant-time programming
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